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CISC 4331 – Systems and
Network Administration
WEEK 5

Announcements
►

Review first homework assignment.

►

The midterm

►

Check-in so far

Wild Card Masks
►

From the homework, wild card masks are a function to define either what is, or is not in a
network address. Think of it as the invert of a subnet mask.

►

Some routing protocols such as EIGRP and OSPF it.

►

A wildcard mask is a mask of bits that indicates which parts of an IP address are
available for examination. To indicate the size of a network or subnet for some routing
protocols, such as OSPF. To indicate what IP addresses should be permitted or denied
in access control lists (ACLs).

►

At a simplistic level a wildcard mask can be thought of as an inverted subnet mask. For
example, a subnet mask of 255.255.255.0 (binary equivalent =
11111111.11111111.11111111.00000000) inverts to a wildcard mask of 0.0.0.255 (binary
equivalent = 00000000.00000000.00000000.11111111).

►

A wild card mask is a matching rule.[2] The rule for a wildcard mask is:
►

0 means that the equivalent bit must match

►

1 means that the equivalent bit does not matter

Wildcard Examples
►

192.168.100.0/24 – 0.0.0.255

►

255.255.192.0 – 0.0.63.255

►

172.16.10.8/29 – 0.0.0.7

Wildcards!

/32

255.255.255.255

0.0.0.0

/31

255.255.255.254

0.0.0.1

/30

255.255.255.252

0.0.0.3

/29

255.255.255.248

0.0.0.7

/28

255.255.255.240

0.0.0.15

/27

255.255.255.224

0.0.0.31

/26

255.255.255.192

0.0.0.63

/25

255.255.255.128

0.0.0.127

/24

255.255.255.0

0.0.0.255

EC2
►

EC2 provides unlimited cloud compute, providing resiliency, scalability, and
almost unlimited resources.

►

You can install Linux, Unix, or Windows, though most boxes are built on Linux/Unix.
Boxes are slang for virtual machines.

►

Virtualization is the magic behind EC2. It allows you to install multiple operating
systems on top of a hypervisor.

►

EC2 encourages scalable deployment of applications by providing a web
service through which a user can boot an Amazon Machine Image (AMI) to
configure a virtual machine, which Amazon calls an "instance", containing any
software desired. A user can create, launch, and terminate server-instances as
needed, paying by the second for active servers – hence the term "elastic". EC2
provides users with control over the geographical location of instances that
allows for latency optimization and high levels of redundancy.[1]

EC2
►

Remember, Amazon is only one of many cloud providers. Google,
Microsoft, and third-party vendors such as Rackspace also offer cloud
hosted solutions.

►

Before EC2 (and other cloud offerings), companies had to purchase
expensive hardware, maintain datacenters, and invest heavily in
infrastructure to manage, monitor, and maintain their servers and
networking equipment.

►

If you needed 10 Windows Servers, you needed to purchase 10 physical
servers. Virtualization allowed you to consolidate all of that into one or two
boxes, depending on the amount of compute required.

Virtualization
►

Purchasing servers required you to think of the long term plan, given the
server would have to scale out for years to come.
►

Storage

►

CPU

►

Memory

►

Traditionally, before cloud computing became the industry standard, you
would install virtualization software on top of your servers.

►

So, it went from buying one server/OS, to using services like Hyper-V and
VMware.

VMware and Hyper-V
►

VMware was the first to bring wide-scale virtualization to the market.

►

Microsoft came right behind with Hyper-V, which is built-in virtualization
software that comes bundled with Windows Server.

►

VMware early on ran on top of Windows Server, but now comes as a virtual
appliance.

►

Virtual appliance – an image file consisting of a pre-configured operating
system (OS) environment and a single application. The purpose of a virtual
appliance is to simplify delivery and operation of an application. To this
end, only necessary operating system components are included.

Types of Cloud Service Offerings
►

IAAS – Infrastructure as a Service

►

PAAS – Platform as a Service

►

SAAS – Software as a Service

Cloud
Differences
SOURCE:
HTTPS://WWW.BMC.COM/BLOGS/SAAS-V
S-PAAS-VS-IAAS-WHATS-THE-DIFFERENCE-A
ND-HOW-TO-CHOOSE/

SaaS
►

SaaS utilizes the internet to deliver applications, which are managed by a
third-party vendor, to its users. A majority of SaaS applications run directly
through your web browser, which means they do not require any
downloads or installations on the client side.

►

Due to its web delivery model, SaaS eliminates the need to have IT staff
download and install applications on each individual computer. With
SaaS, vendors manage all potential technical issues, such as data,
middleware, servers, and storage, resulting in streamlined maintenance
and support for the business.

PaaS
►

PaaS delivers a framework for developers that they can build upon and
use to create customized applications. All servers, storage, and networking
can be managed by the enterprise or a third-party provider while the
developers can maintain management of the applications.

►

The delivery model of PaaS is similar to SaaS, except instead of delivering
the software over the internet, PaaS provides a platform for software
creation. This platform is delivered via the web, giving developers the
freedom to concentrate on building the software without having to worry
about operating systems, software updates, storage, or infrastructure.

IaaS
►

IaaS is fully self-service for accessing and monitoring computers, networking, storage,
and other services. IaaS allows businesses to purchase resources on-demand and
as-needed instead of having to buy hardware outright.

►

IaaS delivers cloud computing infrastructure, including servers, network, operating
systems, and storage, through virtualization technology. These cloud servers are typically
provided to the organization through a dashboard or an API, giving IaaS clients
complete control over the entire infrastructure. IaaS provides the same technologies
and capabilities as a traditional data center without having to physically maintain or
manage all of it. IaaS clients can still access their servers and storage directly, but it is all
outsourced through a “virtual data center” in the cloud.

►

As opposed to SaaS or PaaS, IaaS clients are responsible for managing aspects such as
applications, runtime, OSes, middleware, and data. However, providers of the IaaS
manage the servers, hard drives, networking, virtualization, and storage. Some providers
even offer more services beyond the virtualization layer, such as databases or message
queuing.

Examples of
IaaS, PaaS, &
SaaS

VPC – Virtual Private Cloud
►

VPC is the networking function of AWS.

►

The following are the key concepts for VPCs:

►

A virtual private cloud (VPC) is a virtual network dedicated to your AWS account.

►

A subnet is a range of IP addresses in your VPC.

►

A route table contains a set of rules, called routes, that are used to determine
where network traffic is directed.

►

An internet gateway is a horizontally scaled, redundant, and highly available
VPC component that allows communication between instances in your VPC and
the internet. It therefore imposes no availability risks or bandwidth constraints on
your network traffic.

